
3GPP TSG-SA3 Meeting #109 Toulouse (FR) 14.11 – 18.11.2022	S3-223198
	CR-Form-v12.2

	CHANGE REQUEST

	

	
	33.117
	CR
	[bookmark: _GoBack]0090
	rev
	-
	Current version:
	17.1.0
	

	

	For HELP on using this form: comprehensive instructions can be found at 
http://www.3gpp.org/Change-Requests.

	



	Proposed change affects:
	UICC apps
	
	ME
	
	Radio Access Network
	X
	Core Network
	X



	

	Title:	
	Clarification of SSI System Command Excecution test 

	
	

	Source to WG:
	Federal Office for Information Security (BSI)

	Source to TSG:
	S3

	
	

	Work item code:
	SCAS
	
	Date:
	2022-10-17

	
	
	
	
	

	Category:
	F
	
	Release:
	Rel-17

	
	Use one of the following categories:
F  (correction)
A  (mirror corresponding to a change in an earlier 													release)
B  (addition of feature), 
C  (functional modification of feature)
D  (editorial modification)
Detailed explanations of the above categories can
be found in 3GPP TR 21.900.
	Use one of the following releases:
Rel-8	(Release 8)
Rel-9	(Release 9)
Rel-10	(Release 10)
Rel-11	(Release 11)
…
Rel-16	(Release 16)
Rel-17	(Release 17)
Rel-18	(Release 18)
Rel-19	(Release 19)

	
	

	Reason for change:
	The test steps only check the configured setting but not the effectiveness of the setting. The test purpose clearly states whether it is possible to use the exec directive and if so, if one can execute system commands.
The expected results only state example settings of web servers and do not comply with the test purpose.

	
	

	Summary of change:
	Added test step to actually check for the intended test purpose.
Fixed expected results to comply with test steps and purpose.
Added log of new test step to expected format of evidences.

	
	

	Consequences if not approved:
	The web server setting could not fulfill its purpose and therefore execution of system commands could still be possible. 

	
	

	Clauses affected:
	4.3.4.7

	
	

	
	Y
	N
	
	

	Other specs
	
	X
	 Other core specifications	
	TS/TR ... CR ... 

	affected:
	
	X
	 Test specifications
	TS/TR ... CR ... 

	(show related CRs)
	
	X
	 O&M Specifications
	TS/TR ... CR ... 

	
	

	Other comments:
	

	
	

	This CR's revision history:
	



Page 1


[bookmark: _Toc11239260]********** START OF 1st CHANGE **********
[bookmark: _Toc19542442][bookmark: _Toc35348444][bookmark: _Toc44937926]4.3.4.7	No execution of system commands with SSI
Requirement Name: No execution of system commands with SSI. 
Requirement Description: If Server Side Includes (SSI) is active, the execution of system commands shall be deactivated.
Test Case: 
Test Name: TC_NO_EXECUTION_OF_SYSTEM_COMMANDS
Purpose:
To test whether it is possible to use the exec directive and if so, whether it can be used for system commands.
Procedure and execution steps:
Pre-Condition:	
If the web server is configured with SSI active, this test applies.
Execution Steps
Execute the following steps:
1. The tester checks whether execution of system commands is disabled in the web server configuration.
2. The tester actually attempts to use the exec directive in an SSI file with and without system commands.
Expected Results:
· The execution of system commands via SSIs exec directive is disabled in the web server configuration.
· It is impossible to execute system commands via SSIs exec directive.
For example, a configuration file that shows that the IncludesNOEXEC (APACHE) or ssiExecDisable (IIS) is set.
Expected format of evidence:
· A part of the configuration file and optionally/ screenshot of the configuration showing that the web server is properly configured. For example, a configuration file that shows that the IncludesNOEXEC (APACHE) or ssiExecDisable (IIS) is set.
· Web server log while executing step 2
********** END OF CHANGE **********


